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XXX An%d‘rone Project @

XXX is located by the sea and is surg;%nded by the sea on threg sides. After measuring the

requested 3 locations’ security are the map, we have plan to de r 3 alarm zone areas with
alarm zone areas as 5 km and 3kmyradius accordingly. \/

For each alarm zone area, ill install anti-drone system on theyroof of the building. The sys aaﬁ
will include the foIIowing onents:

@Qo

1. Surveillance R

1.1 ASR 216 W|th a coverage radius of 5 @
1.2 ASR 216@@0K (with a coverage radius o %

1.3 ASR 2 K (with a coverage radlus of

ctlon System
5000A (with a coverage ra ‘# 5km)
2% -5000R (W|th a coverage radius of 5km)

3. GPS Spoofing System (W@ coverage radius of 2km) @
4. RF Jamming System a coverage radius of 2-5km Q
5. E/O Surveillance Sé (with a coverage radius of 2 )

6. Drone Capture S m (with a coverage radius of&l@
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6&Air Surveillance Radar

360° RF Jammiréem
LA
il

GPS Spoofing System
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Portable Versmn Anti-Drone %ﬁem

V L 2" | GPS Spoofing System
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Vehicle Mounted Veysion Anti-Dro@stem
O g AV S

e

% @inr Surveillance Radar
{4}
0 360° RF Jamming System
L8 5

GPS Spoofing System

N _
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Vehicle Mounted Version Anti-Drgte System
S o, e

5 W10

Sy

ir Surveillance Radar

Directional RF Jamming System

GPS Spoofing System

N _
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Anti- dron@%ontrol Softwa§e K
S O
. AV @%

* 1. Real-time spectrum 6Rnonitoring; Q
X QW

e 2. Alarm Zone @m;

* 3.Rapid A a@ for Abnormal Targets; @

4, Ide@a ion of invasive models; \/
5. @e trajectory tracking;

@@ Reminder for Abnormal Eqw t

e 7. Acentral system dlsplay@nltorlng information from all

sub-sites; %© ’

* 8. Integrate all sub ms into one monitoring software,;
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|dentification of invasive brands,m@frequencies,location of op&tors, etc information
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Camera Suryeillance System §@,
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Wavesonic Anti-Rrone System \@kﬂow
1. Surveillance Phase: @Q &® @é%q

- The system initiates with radar an%@ detection, covering a 5- 10kmMus monitoring the airspace. @%
- Suspicious drone activity wﬂhx@@ designated alert zones tngger& automatic alerts at the contr% r.

- Detailed information ab e suspicious drone, including.flight trajectory, model, frequency, electronic
fingerprint, azimuth, s& , altitude, and drone operatar location, is displayed on the €ontrol center's
monitoring screen. & @

- Smultaneously,%@system transmits the dron ators location information w\%M signals to the
personnel fac;llthm operator apprehension.

& .9
2. Intrus&@ase % @@

- Wh uspicious drone enters the c& lled area, the system activates\the corresponding interference
systeni»disrupting the drone's GNSS@\d control S|gnals

0 &
Meanwhile, a capture drone i loyed, taking off automatic@The control software provides the
;@ ordinates of the suspicious droge. (Optional) Q

\/ - Capture drone flies to theQ icious drone, initiating real-tinfe ytideo capture for confirmation.(Optional)

) Q@, i &@



A% Q@J
3. Capture Phase: 4
@ 2% %@

- The capture drone operates on a differerg;ﬂ'equency range than the RF jammer system, ensuring it is ”%(
unaffected by control signal interferenc@

- As the suspicious drone enters m range, the EO/IR system loeKs onto and tracks it for ev&@
gathering. Py

- The system activates th Qspooflng system to take con@j@f the drone's navigation signals, coaxing it

to descend to a specifi at|on
S S
4. Contingency P@ %@ \/

- If the RF j r and GPS spoofing syst @I to effectively disrupt and chotﬁe drone, the capture
drone em a capture net mid-air to appr@d the target. @
- Af mpleting the mission, the capttﬁdrone returns to its demgnate@

o, U %Q

@ Documentation and Logging: Q%

\/ - Throughout the operatio%%e system maintains a comp nsive log, storing historical records for

subsequent review and %e,@ ce preservation. &@

Y a2
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Area 1: Ant{grone Solution Sef§p oG
\
N\ O Q
S S S
1. Install one 3km-5km rgg@s'surveillance radar; Q@
Install one 5km ra@% Drone RF detection@fe?n; @

Install one B—ﬁradius drone RF Jar’r@ﬁng system,;

o, Q)
Install or@@km radius drone GPS@%oofing system;

_ \ ¢
Ins&@%ne 2km radius E/O sIIance camera system,
NG AN &
6. all one 5km radius 0d6ne capture system; @Q

\/&

9

a &~ w0 b

;@@ Install one UAV Con@%oftware as the three@tions’ command center;
Vv S o\
g X
‘ NG A
Y a



¥ 407

o? o
X-band Phased APray Radar (3kr$Radius) S
S S §
\0 * Xband 3D Mdinates phased array rad“@9

o? @
» Effective detection distance up to 3kmradius;

\@sy to depolyment; V&
QQQO * High data rate and hi@p&itioning accuracy;

4\0 e Multi-Input M&Output (MIMOQO) system;
e All-weat daptability;

S
&@&

=
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S-band Phased ARay Radar (5§m§Radius) S
S N

S S
o  Sband 3D co\{rdinates phased array rad“@6

o? @
» Effective detection distance up to 5kmradius;
V&sy to depolyment; V&

QQQ * High data rate and&@p&itioning accuracy;

00

* Multi-Input M&Output (MIMO) system;
<
O O

e All-weat daptability;
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S-band Phased Mpray Radar (I%km Radius) S
S S ™

* S band 3D, oordinates phased array@

¢
. éff&"ive detection distance up to 10km radius;

R
\o ‘Easy to depolyment; v

5 :

* High data rate and@ Eositioning accuracy;

* Multi-Input Output (MIMO) system;

& ASR 216SR-1S1 &&Q . A”"’XEQQ& adaptability;

& <&
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Drone RF Detecti®n System (Skn‘ﬁﬁadius) S
S O &
l Qo . Passive-: detection: Receives si%als‘wijchout e'mitting any electromagnetic @s,
& detecting UAV mOd&) Gekctromc fingerprint. &

0 * Accurate oriesation: Precisely determines UAV direction&i indicates the

target.

&

e Acc entification: Can differentiate between drones of the same brand and

& automatically activating the jamm'& gsﬁam to counter detected
equencies. Q

« * Extensive model library: Support@‘nainstream brands, and DIY drones,
O‘o covering over 98% of market‘@

: * Operator location tracki Qpable of pinpointing the UAV operator's location

0:'9 and sending SMS al&aw enforcement.

' DF-500§®' &@

=
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Drone RF Detectig® System (3—5k?§| Radius)
\,,&

I I I Qa detecting UAV model Qekctronic fingerprint. &

* Accurate oriengation: Precisely determines UAV direction&j indicates the
target. &
O~

e Acc entification: Can differentiate between drones of the same brand and

& automatically activating the jamm& gsﬁam to counter detected
o equencies. ()
« * Extensive model library: Support@‘nainstream brands, and DIY drones,

é\o covering over 98% of market@

* Operator location tracki Qpable of pinpointing the UAV operator's location

WS-HD-5000R

O
6 and sending SMS al Qaw enforcement.
\Z; O

& A2

Y N

0\ * Passive detection: Receives si%als without emitting any electromagneticﬁs:

% C
&



v @~
4
360° Drone RF Jiﬁb?mng Systerrg(S%m Radius) {\é

\00" &
Q  Based on the prmuglﬁs of radio interference and@g
f

technology, p n directional mitigation can effettively
disrupt the'fcommunication commands of UAVs, ensuring
safex W ltitudes within the control ar%&

itigation distance can extend up t35 kilometers(GPS).

4
&owdes 360° coverage with 4 se@irectional antennas.

«Q. Automatically activating&amming system to counter

§0' ‘0 detected frequencies \0
N

d
\/& WS-ODNF50 @ 600
@
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o (
360° Drone RF JapSing System (3-5%“ Radius) 4§
_ S S ™
O v 9
 Based on the princiglﬁs of radio interference and@g

technology, p n directional mitigation can effettively
disrupt the'fcommunication commands of UAVs, ensuring
safex W ltitudes within the control ar%&

itigation distance can extend up t85 kilometers(GPS).

* D
: : o
&owdes 360° coverage with 4 SE@II’QCUOHM antennas.
«Q Automatically activating&amming system to counter
P 0 detected frequencies. \0

S
’\?’&

WS-DNF300®6
\4
=



N/ > o
: >
DroneJlrﬁ?ner Gun (2-%k$) Q
M >
% « Light Weight;\/ Q
QQ g Q{Z&
(}@ . Ha@gd cUAS effector;

%anpid response countermeaSl@fJability;

O 4
* Highly effective against@mﬁide range of drones;

& * Force drones Ia@g on the spot or return back;

RS Q)
R N
%QQ x\&@
Q@ &@Q
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Drone GPS Spodfihg System (2km Radius) 4§
S S S
e 2 O v 2
| \\0 . é
0& * Decoy aﬁ&grced drone landing &

S O
. Ming on L1 and L2 of GPS
4

“\: 4
@) . S,r( |
A&7 Up to 2km radlus&o ing range;

XY QQ
o
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Drone E/O Survej&hce System £2k§n Radius) &C

2 S S
o? (2
. DQ@ IR Cameras &
O
N \Q®Surveillance Range:}k?‘n&
S S :
S ‘Q °
N & o S
> 4\ Visual Thre% nfirmation
& ¢, () QQ
> > o
Vv WSDG1 g@?( &
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Drone E/O Surveﬂ&ﬂce System (%S\?m Radius) {\é
- o O
- & &

o 4
* Day}& IR Cameras
O
\Q®Surveillance Range:?\?(m
&® R

2 * Visual Thrg nfirmation
& O
S 8
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Vehicle Mounged Anti-Drone Ntem

%C
S
O S
v/ Q
6, N
. Ra&@ Detection System (1.%@)
O
%&PS Spoofing Syste m)
OQ
* RF Detection S@Qem (5km)
S
R\
* Directional Jammer System (2km)
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d Anti-Drong System A
O &
v 4@9

e Radar Detection System (
2 Sk
\QS)KF Detection Syste%@m)

I o .
bl * GPS Spoofin@fem (2km)
. Directiﬂ&ammer System (5km)
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Anti- dron@%ontrol Softwa§e K
S O
. AV @%

* 1. Real-time spectrum 6Rnonitoring; Q
X QW

e 2. Alarm Zone @m;

* 3.Rapid A a@ for Abnormal Targets; @

4, Ide@a ion of invasive models; \/
5. @e trajectory tracking;

@@ Reminder for Abnormal Eqw t

e 7. Acentral system dlsplay@nltorlng information from all

sub-sites; %© ’

* 8. Integrate all sub ms into one monitoring software,;







